Chico State Guidelines on AI Coding Assistants
(Including Codex and Similar Tools)

Applies to: Students, Faculty, Staff, and Student Employees
Effective Date: March 10, 2026

Responsible Office: Division of Information Technology (DolIT), Office of the
CIO

1. Overview

Chico State supports the responsible use of Artificial Intelligence (AI) coding
assistants including ChatGPT Edu Codex and similar tools to enhance learning,
teaching, research, and operational efficiency.

These tools present significant opportunities for innovation across the institution.
At the same time, they introduce responsibilities related to:

« Protection of student and employee data

« Enterprise system stability and performance
« Secure development practices

« Data governance and data owner oversight
« Academic integrity

This guidance establishes campus-wide expectations to ensure Al-enabled work is
conducted responsibly, securely, and in alignment with CSU policy and Chico
State standards. For developers working on Chico State or CSU systems, the CSU
Guidance on AI Coding Assistants applies in full and is considered the
authoritative secure-coding standard for all Al-assisted development.

Use of Al does not reduce individual accountability. Users remain responsible
for all outputs they execute, submit, deploy, or operationalize.



2. Scope

This guidance applies to all Chico State community members, including:

« Students
o Faculty
. Staff

« Student employees
It applies to Al coding assistants accessed through:
o ChatGPT Edu (including Codex)
« IDE (Integrated Development Environment) tools and plugins
. Browser-based Al tools
« Standalone Al coding platforms
o Any other Al-assisted code generation tool
This guidance covers Al-assisted work used for:
o Coursework and academic assignments

Teaching materials and curriculum development

« Research and scholarship

« Student employment duties

o Administrative or operational automation

« Scripts, integrations, or data workflows involving Chico State systems

This guidance is tool-neutral. If you are doing Chico State-related work, these
expectations apply.



3. Core Principles

3.1 Accountability

You are accountable for anything you run, submit, commit, publish, or deploy
whether written by you or generated by Al. Al-generated code must be reviewed,
tested, and validated before use.

3.2 Data Protection

Treat AI prompts as disclosure. Do not input sensitive institutional or personal data
into Al systems. If you are unsure whether information is sensitive, assume it is
and do not include it.

3.3 Governance Applies to Enterprise Integrations

If you plan to use Al-generated code to connect to or work with campus systems
(such as PeopleSoft, Cognos, Canvas, or Microsoft 365), you must request
approval before you put it into use. This includes automating logins, pulling
reports, moving data between systems, or running scripts that read or change
institutional information. Before anything is deployed or used beyond personal
testing, the appropriate data owner and IT must be aware and involved so campus
data, security, and system performance are protected.

4. Data Classification and Prompting Rules

4.1 Information That May Be Included in Prompts
« Public information

 Artificially generated (fictional) data not derived from real individuals or
systems

 Fully de-identified data



Generic examples

Non-sensitive code snippets

4.2 Information That Must NOT Be Included in Prompts

Do NOT include:

Level 1 or Level 2 data: Do not paste query results, log files, or screenshots
that contain real student or employee records into Al coding assistants, such
as Codex.

FERPA-protected student information

HIPAA or medical-protected health information
Employee HR data

Personally identifiable information (PII)

Student ID numbers, grades, transcripts, advising records
Credentials, passwords, API keys, tokens

Internal-only URLSs or endpoints

Security configurations or privileged system details

Production data extracts

Al tools must never be used as a repository for institutional sensitive data.

5. Academic Integrity and Classroom Expectations

5.1 Students

Students must;

Follow instructor guidance regarding Al use



« Adhere to academic integrity policies

« Cite Al use where required

« Avoid submitting Al-generated work as original if prohibited
Al tools do not change expectations for originality or attribution.

Students must not attempt to use Al tools, or code and/or scripts generated by Al,
to access, automate, scrape, or interact with Chico State enterprise systems such as
PeopleSoft, Canvas, M365, Cognos) unless explicitly authorized through
employment and proper supervision.

5.2 Faculty

Faculty are encouraged to:
« Clearly state Al usage policies in syllabi and in assignment descriptions
« Define acceptable and prohibited student uses
. Establish citation expectations

« Clarify how/if Al use aligns with learning objectives

6. Enterprise Systems Boundary

Chico State enterprise systems contain sensitive institutional data and are
stewarded by designated data owners.

These include but are not limited to:
« PeopleSoft Student, HR, and Finance systems
« Cognos reporting environment
« Institutional data services
« Canvas Learning Management System
« Microsoft Office 365

« CRM systems such as Salesforce and Banner



6.1 Uses That May Proceed Without Enterprise Review
o Curriculum development
« Instructional exercises using synthetic data
« Research prototypes not connected to enterprise systems
« Local scripts not interacting with institutional services

Example: OK without review: Using Codex to help design assignments that
conceptually reference PeopleSoft tables using made-up table names and synthetic
data.

6.2 Uses That Require Data Owner Awareness and IT Review
The following require coordination before implementation:
o API calls to enterprise systems

« Automation of workflows such as advising, admissions, enrollment, and
human resources.

« Use of elevated privileges or service accounts
« Recurring or unattended automation
« Integrations affecting data integrity or system performance

« Manipulation of screen, mouse, or keyboard while accessing enterprise
systems

Example: Requires review: Any script that logs into PeopleSoft, Cognos, or
Banner (even with your own credentials) to pull, transform, or write data, whether
one-time or recurring.”

Data owners must be aware of how the data they steward is accessed and used.

7. Prohibited Uses



Al coding assistants must not be used to:

Bypass or disable security controls

Circumvent access restrictions

Weaken logging or monitoring

Generate exploit code or malicious software

Modify authentication or authorization mechanisms without review

Execute Al-generated commands directly in production without oversight

Security controls must not be overridden for convenience.

8. Secure Development Expectations

When using Al-generated code for Chico State-related work:

Review code before execution
Validate and sanitize inputs
Apply Principle of Least Privilege (PoLP)

Avoid hardcoded secrets such as API keys, passwords, database credentials,
and tokens.

Test thoroughly (including negative test cases)
Use version control and appropriate branching

Document assumptions and security considerations

Al-generated output should be treated as a draft requiring professional judgment.

9. Environment and Operational Guardrails

Default to local, development, or sandbox environments



o Do not run Al-generated commands directly in production: Al-generated
code must never be run directly against production systems (e.g., ERP/SIS,
HR, Finance) from within ChatGPT Edu or any Al assistant, even using your
own credentials. All such work must go through established dev/test and
change management processes.

« Avoid unattended automation without prior review
« Ensurelogging and monitoring are defined for enterprise-adjacent use cases

« Respect rate limits and system performance considerations

10. RBAC Enablement for ChatGPT Edu Codex

Chico State may enable Codex access using a controlled, user-by-user Role-Based
Access Control (RBAC) model.

Users may be required to:
1. Acknowledge this guidance

2. Declare use case category:

o Category A: Instructional/Research (no enterprise system interaction)

o Category B: Interacts with Enterprise Systems (requires data owner +
IT review)

3. Confirm no Level 1/2 data will be placed in prompts

4. Agree that access may be paused if misuse occurs

This model supports innovation while maintaining institutional governance.

11. When in Doubt



If you are unsure whether your planned use is appropriate:
« Students: Ask your instructor
« Student employees: Ask your supervisor

« Faculty/Staff: Consult IT or open a ChatGPT Edu Support/Feedback ticket

« Enterprise-related projects: Engage the appropriate data owner before
proceeding

Pausing to ask is preferable to proceeding without alignment.

12. Institutional Commitment

Chico State is committed to leading responsibly in Al-enabled learning and
operations.

Our goal is not to restrict innovation. Our goal is to ensure that Al use across our
campus is:

o Transparent
o Secure

« Governed

« Supportable
« Sustainable

Innovation and stewardship must advance together.
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« California State University Secure Coding Standard (PolicyStat)
CSU PolicyStat ID for Secure Coding Standard and related information
security policies.


https://support.csuchico.edu/TDClient/1984/Portal/Requests/ServiceDet?ID=45095
https://calstate.policystat.com/policy/18314228/latest/#autoid-kpkqp

« California State University Data Classification Standard (PolicyStat)
Defines Level 1, Level 2, and Level 3 data and associated handling
requirements.

« California State University Guidance on Al Coding Assistants
Systemwide guidance on acceptable use, secure development practices, and
required prompting for Al coding assistants.

o NIST Secure Software Development Framework (SSDF)

National Institute of Standards and Technology. Secure Software
Development Framework (SSDF). Available
at: https://csrc.nist.gov/projects/ssdf

« OWASP Application Security Verification Standard (ASVS) and OWASP
Top 10
Open Worldwide Application Security Project resources for web application
and API security best practices: https://owasp.org/www-project-application-
security-verification-standard/ and OWASP Top 10.

« Chico State Information Security and Data Governance Policies
Chico State campus level policies on information security, data governance,
and acceptable use, as published on the Information Security and DolT

policy pages.
o Chico State Guidance on Generative Al for Teaching and Learning

« Campus guidance on the use of generative Al tools by instructors and
students in teaching, learning, and assessment contexts.

APPENDIX: Codex Access Process


https://csrc.nist.gov/projects/ssdf
https://owasp.org/www-project-application�security-verification-standard/
https://calstate.policystat.com/policy/18314228/latest/#autoid-kxpdx
https://www.csuchico.edu/about/office/information-technology/policies/index.shtml
https://www.csuchico.edu/about/office/information-technology/policies/index.shtml
https://www.csuchico.edu/_assets/documents/office/it/ai-guides.pdf

Create an FAQ Page linked from the guidance and Design a TeamDynamix Form
For Users to Submit Request

Step 1 — Choose your category

« Category A: Course design, assignments, research, and projects that
do not interact with Chico State production systems and use only
synthetic or public data.

« Category B: Any use that touches enterprise APIs, databases, or
automates institutional processes.

Step 2 — Acknowledge rules

« Complete a brief acknowledgment that you will not: include Level 1/2
data in prompts; connect directly to production systems; or bypass
existing changec ontrol processes.

Step 3 — Review and approval

« Category A: Fast-track approval (e.g., within 1-2 business days)
through DolT once the form is submitted.

« Category B: Requires a lightweight design review with IT and the data
owner before activation.

Step 4 — Consequences/response

« Violations may result in Codex being paused for the account while
DolT and the data owner review the use case; repeat or serious
violations may go through existing information security, HR/Faculty
Affairs, and Student Affairs channels.



